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• First Commercially Available Data Replication Solution for Linux (2001)

• Block Level

– Replicates an entire Linux partition

– File system agnostic

– Replicates through open files, locked files

• Easy Setup and Configuration

– Uses the LifeKeeper GUI for Configuration and Control

• Highly Efficient

– ~90% Bandwidth Utilization

– Synchronous or Asynchronous replication

– No hardware acceleration necessary

– Bandwidth Throttling and Compression available

• CDP Features

– Rewind/Recover target to any point in time

• World Class Support

– 7x24x365

SteelEye Data Replication 
for Linux



SteelEye Data Replication 
Architecture
• Block-Level Volume/LUN Replication

– No issue with in-use files

– No issue with missing files

– Low system resource burden

• 3 modes: Synchronous, Asynchronous, Periodic

• Multi-target Replication

• Intent Log maintains list of blocks that need 
updating

• Bitmap Merging –Eliminate Full Resyncs

• Integration with LifeKeeper allows automatic One 
to Many, Many to One, or One to One Failover

• Automatic role reversal of Source/Target during 
application recovery

• Achieves ~90% WAN bandwidth utilization 
without the need for hardware 
accelerators/devices 

• 9 levels of Compression, Bandwidth Throttling

• Data Rewind and Recover Wizard



SteelEye Data Replication for Linux v7

VHost-Based, Volume 
Level

VContinuous Data Protection 
(CDP)

VSupports any Linux 
Application

VSynch and Asynch VMultiple Data Copies across 
LAN and WAN

VRed Hat Enterprise Linux 
and Novell SLES

VChange Only VRewind and Advance VGUI with at-a-glance 
status

VLocal and Remote VBrowser-based Data 
Recovery Wizard

VCLI for programmatic 
control

VWAN Optimized VRollback via timestamps or 
user-defined bookmarks

VFull Read Access to Target

VBitmap merging 
eliminates Full Resyncs

VJournaling of Writes VDouble-Byte Support

V9 Compression Levels VSimultaneous Local and 
Remote Mirrors

VIntegration with 
LifeKeeper HA Clustering



•Bitmap-based Intent Loggingallows for partial 
mirror resynchronizations

• Asynchronous Replicationenables support for 
WAN mirroring

• Multiple Target Supportallows mirroring to up to 
7 mirror targets

• Any Point In Time Rewindprovides Continuous 
Data Protection(CDP)

• Integrated Network Compression improves mirror 
throughput in WAN environments

SteelEye Data Replication Features



Linux Distribution

SDR Feature SLES 11 SLES 10 RHEL 5 RHEL 4

Bitmap (Intent 
Log)

Async Mirror

Multiple 
Targets

Rewind

Compression

Bitmap Merge

Features and Supported Linux 
Distributions



•Continuous Data Protection –allows recovery of 
data to any point in time using a time-indexed 
transaction log to record all data writes on the 
mirror target

•Use Cases
– Recover lost data due to operator error 

– Recover from data corruption due to hardware or software 
errors

• Goals
– Recovery to the best possible point in time (i.e., last known 

good data) –catches even short-lived modifications, which 
snapshots and traditional backups miss

– Minimal impact to operations on the primary server during 
rewind

Any Point in Time Rewind



GUI Wizard guides user through a binary search 

in order to find the latest good data

Any Point in Time Rewind



Implemented on 

the target side of 
the mirror, using 
an “old-data” 
transaction log 
(log contains old 
data, disk contains 
new data)

Any Point in Time Rewind



source                         target

bitmap                      rewind log

Rewind/Recover ïBest Practices 

• Be sure to leave plenty of room on the rewind log disk for the log file to 
grow to the desired size (e.g., if you want 3 days of history, with a 
10GB/day ROC, then 30GB is required)

• For optimal performance, place all mirrors and logs (both bitmap files 
on source and rewind logs on target) on physically separatedisks



SDR Throughput

Network Speed Mb/s GB/Hour GB/Day

T1 (1.5 Mb) 1.49 0.6 15.7

T3 (45 Mb) 41.1 18 433

LAN (100 Mb) 89.7 39 946

Gigabit 519.8* 228  5483

Throughput vs. Network Speed
(no compression)

* Throughput limited by disk speed



•Implemented using zlib calls integrated into a 
simple port-forwarding mechanism

• Data is compressed on the source, sent over the 
network, and decompressed on the target

• The nbd-client to nbd-server connection is 
forwarded through the compressed network pipe

• Significant performance improvements in WAN 
environments

Integrated Network 
Compression



• Entropy is a measurement of the amount of information 
contained in a given data set (measured in bits/bytes)

• Compression works well when the information content of 
the data is low, but provides less benefit when the 
information content is high

• Some examples:

All zeroes 0 bits/byte

DOC, XLS 4 bits/byte

TXT 5 bits/byte

Binary files 6 bits/byte

RPM, GZIP 7.9 bits/byte

Random data 8 bits/byte

• Performance testing was done with two data sets, with 
entropies of 5.5 (text/binary), and 7.5 (compressed)*

Compression and Data Entropy

* Entropy measured with ent tool from 

http://www.fourmilab.ch/random/



WAN Compression (T3, 45 Mb/s)
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WAN Compression (T1, 1.5 Mb/s)
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•Compression provides a significant speedup in 
WAN environments (~ 50% increase in throughput)

•Compression performance depends on the 
information content of the data

•T1: best results obtained at compression level 7 
(low CPU usage)

•T3: best results obtained at compression level 1 
(high CPU usage)

•LAN: compression is unlikely to provide much, if 
any, benefit

Compression - Summary



• SteelEye Data Replication for Linux v7

– Includes a restricted license for LifeKeeper

– Value priced at $995 USD per system

– Great way to get data replication without paying 
for high availability

– SteelEye Part Number LS-SDR-7

Standalone Data Replication



• Using SteelEye Data Replication with 
LifeKeeper

– Easy Shared Nothing HA Clusters

• Linux Multi-site Cluster

– A very unique hybrid HA cluster

Advanced Configurations



Use LifeKeeper and SteelEye Data 
Replication Together to build:

• Quick, low cost, local HA clusters 
that do not require shared 
storage

• Stretch clusters that span Wide 
Area Networks for disaster 
recovery solutions.

SteelEye Data Replication protected 
file systems snap into LifeKeeper 
in place of protected file systems 
on shared storage.

LifeKeeper and SteelEye Data 
Replication Together



SteelEye Protection Suite for 
Linux Multi-site Cluster 

• Combines the robustness of a 
classic shared storage cluster with 
efficient data replication to a 
disaster recovery site.

• Provides all the features of 
SteelEye Data Replication to 
protect data in LifeKeeper shared 
storage clusters

• Cascading failover across 
prioritized server nodes

• Automatic replication redirection 


